027_019 ProxySign_Add-Mult-Enc_Exam

Exam content.
1.0ral part. You can prepare formulas in advance without comments.

1.1.Coin flipping.

1.2.Bit commitment using RSA.
2.Computation part. You should provide a computations and write results in the Google drive.

The training of this part will be realized in 10-th of December during our class.

2.1.Proxy signature realization.
https://docs.google.com/spreadsheets/d/1PN47UoRWaQtWRAuUMf9inRQURXABi98Ib/edit?
usp=sharing&ouid=111502255533491874828&rtpof=true&sd=true

2.2 Additively-multiplicative encryption realization.
https://docs.google.com/spreadsheets/d/12kEtgRh10RKuUaFVZMIsm2HjUhfKXwKf/edit?
usp=sharing&ouid=111502255533491874828&rtpof=true&sd=true

Poster Report (PR) presentation will be held in 17-th of December during our class.

PR requirements are placed in:

https://docs.google.com/document/d/1raqgTudLCNILm3wLFCDp V7QnOg EFH6d/edit?usp=sharing&ouid=
111502255533491874828&rtpof=true&sd=true

PR topic are placed in:
https://docs.google.com/document/d/1KjXIhHhRQJnKnbCbK8crbOxoxy-EaSBf/edit?usp=sharing&ouid=
111502255533491874828&rtpof=true&sd=true

Public parameters: PP = (p, g9); p=int64(268435019); g=2;

Proxy signature
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p = int64(268435019); >> t=int64(randi(p-1)) o>
=mod_exp(g,y,
>> g=2; t = 54296150 . yg;‘;1395;43p(g Vel
> x=int64(randi(p-1)) >>b=mod_exp(g,t,p) - Vi=g_y
x =128831375 b= 267224692 V1= 813_95743
>>a=mod_exp(g,x,p) >>y=mod(x+t*b,p-1) >> b_b=mod_exp(b,b,p)
a=99834208 y = 94866523 b be 17947996
>> V2=mod(a*b_b,p)
V2 = 81395743
>> ksy=int64(randi(p-1)) >>g_s=mod_exp(g,s,p)
ksy = 5716357 g_s=115985652
>>r=mod_exp(g,ksy,p) >>V1=g s
r=118257748 V1 =115985652
>> s=mod(ksy+y*h,p-1) >>b_b=mod_exp(b,b,p)
s=521536 b b=17947996

>>ab_b=mod(a*b_b,p)
ab_b=81395743
>>ab_b_h=mod_exp(ab_b,h,p)
ab_b_h=112511772
>>rab_b_h=mod(r*ab_b_h,p)
rab_b_h =115985652
>>v2=rab_b_h

v2 =115985652

Additively-multiplicative encryption
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>> i1=int64(randi(p-1)) >> i2=int64(randi(p-1)) >>E12=mod(E1*E2,p) >> mx=mod(-x,p-1)

il =39342528 i2 =67381702 E12 = 219346681 mx = 139603643
>>a_il=mod_exp(a,il,p) >>a_i2=mod_exp(a,i2,p) >>D12=mod(D1*D2,p) >> xmx=mod(x+mx,p-1)

a_il =65358247 a_i2=2020363 D12 = 108032227 xmx =0

>>El=mod(nl*a_il,p) >> E2=mod(n2*a_i2,p) >>

E1=69273021 E2 =30578084 >>D12_mx=mod_exp(D12,mx,p)
>>D1=mod_exp(g,il,p) >>D2=mod_exp(g,i2,p) D12_mx =227392947

D1 =21950001 D2 = 176258356 >>nnl12=mod(E12*D12_mx,p)

nn12 = 143845522
>>nnnl2=mod(n1*n2,p)
nnn12 = 143845522

% Finds discrete logarithm value corresponding to exponent value i C diogm

% bv total scan of i from start by step until fin
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% by total scan of i from start by step until fin
% p - is a strong prime (Public Parameter)

% g - is a generator (Public Parameter)

% def - is a discrete exponent function value computed by

% >>mod_exp(g,i,p)

% dl = i is a searchable value of exponent > start=0;
% >> step=1;
function dl = dlog(p, g, def, start, step, fin) >> fin=9900;
dI=0; >> def=nn12
i=start; def = 143845522
while i<fin ) >> dl = dlog(p, g, def, start, step, fin)
ee=mod_exp(g,i,p); dl = 5000
if ee==def
dl=i;
return;
endif
i+=step;
endwhile
disp('Exponent is not found!");
end
Till this place

Subliminal Channel - Steganography
Using Schnorr Signature

M - mws/ﬂﬁ messoge 4o b signad.,
W =l - cocrel message to b senl,
/":gl‘ ma&//D '

h=H(MIK) #6209 3 = omy
S=h+zrk mod(p-1) v1:g5modp

V2 =pxch mcd p
S-h= 7z %K /#Z‘! L&\M = V2

k = Cs/h)&z’imaﬂ{é)»j)c Py

ged(z, p-1) = 1, then z"* mod(p-1) exists.
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